Confidentiality Agreement

It will be important for you, as a member of Bryant University staff, to recognize the importance of maintaining confidentiality of all information and documents that you will encounter in your office.  In general, you have access to University records if that information is:

· necessary for you to perform appropriate tasks that are specified in your position description,

· used within the context of official University business and not for purposes extraneous to your areas of responsibility,

· relevant to the accomplishment of some task or 

· consistent with the purposes for which the data are maintained.

Having access to financial records or the information within the records, however, does not constitute authority to share this information with anyone not given access through a written policy. You will be responsible for maintaining the strictest confidentiality of all information and documents pertaining to departmental budgets, spending and student/employee payroll charges.

It is in the interest of students and other University employees that you not discuss or exchange any confidential information with others not authorized access to this information and then only when the nature of your work responsibilities requires it. Discussing security aspects of the data system with unauthorized individuals is also forbidden whether information is stored in a locked filing cabinet or a computer.

You are also responsible for adhering to University policies and procedures that ensure the security of information in your work setting. These policies concern password use, non-disclosure of personal passwords to others, use of screen savers, positioning of monitors, and not leaving active monitors unattended. Attention to the security of written documents is also essential.

Deliberate compromise of private and confidential information or documents can be grounds for disciplinary action and dismissal.  As a general rule, it is best to refer requests for private and / or confidential information (from both internal and external sources) to a Data Custodian or Steward if you question the nature of such requests. 

In addition to playing a material role in protecting the privacy of University records, it will be essential for you to maintain the highest possible degree of accuracy in your work.  You are expected to exercise great care in the performance of all assigned tasks.  Your attention to detail will be critical in preserving excellence in the quality of our record keeping and customer service.

*     *     *     *     *     *     *     *     *     *

I have carefully read the above information.  As a member Bryant University, I fully understand my role and my responsibilities in preserving the private and confidential nature of the information and documents I manage in the course of my work.

____________________     _______           

_______________________         _______

Employee’s Signature         Date


 Data Custodian’s Signature          Date
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