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COMPUTER SECURITY INCIDENT HANDLING FORM
INCIDENT IDENTIFICATION DATE:  ________________
Incident Detector’s Information:

Name: _______________________________________      Date and Time Detected: _____________________
Title: ________________________________________

Phone:_______________________________________ 

Location Incident Detected From:    Local Console ____
Remote System ____
Detector’s Signature:____________________________ Date Signed: __________________________________
Type of Incident Detected:

• Denial of Service • Unauthorized Use • Espionage • Probe • Hoax

• Malicious Code • Unauthorized Access • Other:_______________________________________
Describe affected system(s) (one form per system is recommended):

Hardware Manufacturer: _____________________________________________
Serial Number: _________________

Bryant Server Name (if applicable): ____________________________________
Network subnet system is on: _______________________________________________________________
System Network Address:  Internal Address___________________    External Address___________________
Information Classification of affected system:

• NON-CONTROLLED ___ • CONTROLLED ___ • CRITICAL INFORMATION ___ • RESTRICTED INFORMATION ___
Information Classification Guidelines
	                                       NON-SENSITIVE
	                                         SENSITIVE

	NON-CRITICAL
	CONTROLLED
	CRITICAL INFORMATION
	RESTRICTED INFORMATION

	Information which can be made available to anyone without exception.  Available to anyone outside the organization.
	Intended for use only within the organization. Requires limitations on internal access.
	Information is sensitive and closely monitored.  Access to and release of only permitted by appropriate policies and procedures.
	Information that has limitations on its internal access.  Access granted on an individual-by- individual basis by the data owner.


Incident Report Details





Overview:
Investigation Findings:

How/What Enabled the Incident to Occur:
Immediate Actions Taken:

Follow up Actions Required:

Preventive Measures Instituted as a Result of:
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